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Abstract: Despite the advancement of cloud storage and the benefits it brings to computer users, it cannot be denied that 
cloud storage is still subject to misuse by malicious users and cyber criminals. This includes the cases where criminals use 
cloud storage for storing and exchanging illegal material and for committing botnet attacks. In addition, the increase in the 
number of cybercrimes against cloud services challenges the forensic process of locating and collecting cybercrime evidence in 
cloud storage. Although a number of researches are proposed to address cloud storage security, several studies and surveys 
reported that security in cloud computing still pose several concerns and challenges to the researchers. Loss of control over 
the data stored in cloud storage is one of the security challenges in that cloud. Moreover, location of stored data in the cloud and the 
multi tenancy of customers on cloud servers are all representing security concerns. At the same time, current cloud 
storage technology creates challenges for digital forensic practitioners in presenting and interpreting meaning to the 
obtained evidence to investigators, lawyers, and, ultimately, to the jury. This paper reviews the existing works in locating and 
collecting cybercrime evidence in cloud storage and provides an in-depth discussion of their limitations.   
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